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1. f¢http://www.dban.org/ (<’ [l #F #1F=+ #V) E5k “Floppy disks and USB flash drives”

a Darik's Boot and Muke {Hard Drive Disk Yipe) - Microsoft Internet Explorer
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Darik's Boot and Nuke

Danlc's Boot and Iulee ("DBAN" 12 a self-contained boot foppy that securely wipes the hard disks of ¢
can detect, which makes it an appropriate utthty for bull or emergency data destruction.

w3

DEAMN 15 a means of ensuring due diligence i computer recychng, a way of preventing identity theft of vo
and spyware. DBAT prevents or thoroughly hinders all known techniques of hard disk forensic analysis.

Download

o Danlk's Boot and Mule 1.0.77
o MNew DBAD uszers should read the EEADIE TXT fle.
o Deownload DEAN for mstallation on CD and TVD media
o Download DBAM for mstallation or(ﬂopmr disks and TTEE fash doves. ]

Please cleatly label vour DBAI boot media because it 15 dangerous.

For enterprise disk wiping sclutions use EBAN, which 12 a commercially supported forle of DE AT with 1
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3. Eiq\%ﬁ' »FN “Install”

Winlmage Self Extractor FE|

Inztall DBAM ta thiz floppy disk or USE flazh device:

Drriveer |m v About YWinlmage

|Darik's Boot and Nuke [dbar-1.0.7_i386) Al
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Darik’'s Boot and Muke

Warning: This =software irrecoverably destroys data.

Thiz =oftware iz provided without any warranty: without even the implied
varranty of merchantability or fitness for a particular purpose. In no event
zshall the =oftware authors or contributors be liable for any damages arizing
from the use of this software. This software is provided "as is".

http: - wuw.dban.org~

= Press the FZ2 key to learn about DBAN.

Press the F3 key for a list of guick commands.

Press the F4 key for troubleshooting hints.

Press the ENTER key to start DBAN in interactive mode.

Enter autonuke at this prompt to start DBAN in automatic mode.
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hoot : | autonuke

2. *E?“fﬁfﬁﬂ "] DoD Short 2% » 3& 75— WU R

Darik’s Boot and Nuke 1.0.7
Options Statistics
Entropy: Linux Kernel (urandom) Buntime: 00:00:48
PRNG: Mersenmne Twister (mt19937ar-cok) ||Remaining: 00:03:05
Method: {DoD Short Load fAverages: 1.1Z2 0.30 0.10
Verify: Last Pass Throwghput : 24735 KBrs
Rounds: 1 Errors: i)

(IDE ©0,0,0,—,-) Virtual HD
[£20.38%, round 1 of 1, pass 2 of 31 [writingl [12530 KBr=s1

(IDE ©0,0,1,—,-) Virtual HD
[19.83%, round 1 of 1, pass 1 of 31 [writingl [12Z205 KBr=s1
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4. Yl ffEcr log file ('=f T H VR > [ bt 40 ik » FH™ “Enter” [ log file
5. ok pE R R log file | @l}%?ﬁ%

DEAN =succeeded.
All selected disks have been wiped.
Remove the DBAN boot media and power off the computer.

Hardware clock operation start date: Thu Jan 25 18:08:05 2007
Hardware clock operation finish date: Thu Jan 25 18:12:32 2007
Saving log file to floppy disk... saved -floppysdbanlog-dban0000.tg=
DBAN finished. Press ENTER to save the log file._
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